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The Postfix SMTP server receives mail from the network and is exposed to the big bad world of junk email and viruses. This document introduces the built-in and external methods that control what SMTP mail Postfix will accept, what mistakes to avoid, and how to test your configuration. Topics covered in this document: Relay control, junk mail
control, and per-user policies In a distant past, the Internet was a friendly environment. Mail servers happily forwarded mail on behalf of anyone towards any destination. On today's Internet, spammers abuse servers that forward mail from arbitrary systems, and abused systems end up on anti-spammer denylists. See, for example, the information on
and other websites. By default, Postfix has a moderately restrictive approach to mail relaying. Postfix forwards mail only from clients in trusted networks, from clients that have authenticated with SASL, or to domains that are configured as authorized relay destinations. For a description of the default mail relay policy, see the smtpd relay restrictions
parameter in the postconf(5) manual page, and the information that is referenced from there. NOTE: Postfix versions before 2.10 did not have smtpd relay restrictions. They combined the mail relay and spam blocking policies, under smtpd recipient restrictions. This could lead to unexpected results. For example, a permissive spam blocking policy
could unexpectedly result in a permissive mail relay policy. An example of this is documented under "Dangerous use of smtpd recipient restrictions". Most of the Postfix SMTP server access controls are targeted at stopping junk email. Protocol oriented: some SMTP server access controls block mail by being very strict with respect to the SMTP
protocol; these catch poorly implemented and/or poorly configured junk email software, as well as email worms that come with their own non-standard SMTP client implementations. Protocol-oriented access controls become less useful over time as spammers and worm writers learn to read RFC documents. Denylist oriented: some SMTP server
access controls query denylists with known to be bad sites such as open mail relays, open web proxies, and home computers that have been compromised and that are under remote control by criminals. The effectiveness of these denylists depends on how complete and how up to date they are. Threshold oriented: some SMTP server access controls
attempt to raise the bar by either making the client do more work (greylisting) or by asking for a second opinion (SPF and sender/recipient address verification). The greylisting and SPF policies are implemented externally, and are the subject of the SMTPD POLICY README document. Sender/recipient address verification is the subject of the
ADDRESS VERIFICATION README document. Unfortunately, all junk mail controls have the possibility of falsely rejecting legitimate mail. This can be a problem for sites with many different types of users. For some users it is unacceptable when any junk email slips through, while for other users the world comes to an end when a single legitimate
email message is blocked. Because there is no single policy that is "right" for all users, Postfix supports different SMTP access restrictions for different users. This is described in the RESTRICTION CLASS README document. Restrictions that apply to all SMTP mail Besides the restrictions that can be made configurable per client or per user as
described in the next section, Postfix implements a few restrictions that apply to all SMTP mail. The built-in header checks and body checks content restrictions, as described in the BUILTIN FILTER README document. This happens while Postfix receives mail, before it is stored in the incoming queue. The external before-queue content restrictions,
as described in the SMTPD PROXY README document. This happens while Postfix receives mail, before it is stored in the incoming queue. Requiring that the client sends the HELO or EHLO command before sending the MAIL. FROM or ETRN command. This may cause problems with home-grown applications that send mail. For this reason, the
requirement is disabled by default ("smtpd helo required = no"). Disallowing illegal syntax in MAIL FROM or RCPT TO commands. This may cause problems with home-grown applications that send mail, and with ancient PC mail clients. For this reason, the requirement is disabled by default ("strict rfc821 envelopes = no"). Disallowing RFC 822
address syntax (example: "MAIL FROM: the dude "). Disallowing addresses that are not enclosed with (example: "MAIL FROM: dude@example.com"). Rejecting mail from a non-existent sender address. This form of egress filtering helps to slow down worms and other malware, but may cause problems with home-grown software that sends out mail
software with an unreplyable address. For this reason the requirement is disabled by default ("smtpd reject unlisted sender = no"). Rejecting mail for a non-existent recipient address. This form of ingress filtering helps to keep the mail queue free of undeliverable MAILER-DAEMON messages. This requirement is enabled by default

("smtpd reject unlisted recipient = yes"). Getting selective with SMTP access restriction lists Postfix allows you to specify lists of access restrictions for each stage of the SMTP conversation. Individual restrictions are described in the postconf(5) manual page. Examples of simple restriction lists are: /etc/postfix/main.cf: # Allow connections from
trusted networks only. smtpd client restrictions = permit mynetworks, reject # Don't talk to mail systems that don't know their own hostname. # With Postfix < 2.3, specify reject unknown hostname. smtpd helo restrictions = reject unknown _helo hostname # Don't accept mail from domains that don't exist. smtpd sender restrictions =

reject unknown sender domain # Spam control: exclude local clients and authenticated clients # from DNSBL lookups. smtpd recipient restrictions = permit mynetworks, permit sasl authenticated, # reject unauth destination is not needed here if the mail # relay policy is specified under smtpd relay restrictions # (available with Postfix 2.10 and
later). reject unauth destination reject rbl client zen.spamhaus.org, reject rhsbl reverse client dbl.spamhaus.org, reject rhsbl helo dbl.spamhaus.org, reject rhsbl sender dbl.spamhaus.org # Relay control (Postfix 2.10 and later): local clients and # authenticated clients may specify any destination domain. smtpd relay restrictions =

permit mynetworks, permit sasl authenticated, reject unauth destination # Block clients that speak too early. smtpd data restrictions = reject unauth pipelining # Enforce mail volume quota via policy service callouts. smtpd end of data restrictions = check policy service unix:private/policy Each restriction list is evaluated from left to right until
some restriction produces a result of PERMIT, REJECT or DEFER (try again later). The end of each list is equivalent to a PERMIT result. By placing a PERMIT restriction before a REJECT restriction you can make exceptions for specific clients or users. This is called allowlisting; the smtpd relay restrictions example above allows mail from local
networks, and from SASL authenticated clients, but otherwise rejects mail to arbitrary destinations. The table below summarizes the purpose of each SMTP access restriction list. All lists use the exact same syntax; they differ only in the time of evaluation and in the effect of a REJECT or DEFER result. Delayed evaluation of SMTP access restriction
lists Early Postfix versions evaluated SMTP access restrictions lists as early as possible. The client restriction list was evaluated before Postfix sent the "220 $myhostname..." greeting banner to the SMTP client, the helo restriction list was evaluated before Postfix replied to the HELO (EHLO) command, the sender restriction list was evaluated before
Postfix replied to the MAIL FROM command, and so on. This approach turned out to be difficult to use. Current Postfix versions postpone the evaluation of client, helo and sender restriction lists until the RCPT TO or ETRN command. This behavior is controlled by the smtpd delay reject parameter. Restriction lists are still evaluated in the proper
order of (client, helo, etrn) or (client, helo, sender, relay, recipient, data, or end-of-data) restrictions. When a restriction list (example: client) evaluates to REJECT or DEFER the restriction lists that follow (example: helo, sender, etc.) are skipped. Around the time that smtpd delay reject was introduced, Postfix was also changed to support mixed
restriction lists that combine information about the client, helo, sender and recipient or etrn command. Benefits of delayed restriction evaluation, and of restriction mixing: Some SMTP clients do not expect a negative reply early in the SMTP session. When the bad news is postponed until the RCPT TO reply, the client goes away as it is supposed to,
instead of hanging around until a timeout happens, or worse, going into an endless connect-reject-connect loop. Postfix can log more useful information. For example, when Postfix rejects a client name or address and delays the action until the RCPT TO command, it can log the sender and the recipient address. This is more useful than logging only
the client hostname and IP address and not knowing whose mail was being blocked. Mixing is needed for complex allowlisting policies. For example, in order to reject local sender addresses in mail from non-local clients, you need to be able to mix restrictions on client information with restrictions on sender information in the same restriction list.
Without this ability, many per-user access restrictions would be impossible to express. Dangerous use of smtpd recipient restrictions By now the reader may wonder why we need smtpd client, helo or sender restrictions, when their evaluation is postponed until the RCPT TO or ETRN command. Some people recommend placing ALL the access
restrictions in the smtpd recipient restrictions list. Unfortunately, this can result in too permissive access. How is this possible? The purpose of the smtpd _recipient restrictions feature is to control how Postfix replies to the RCPT TO command. If the restriction list evaluates to REJECT or DEFER, the recipient address is rejected; no surprises here. If
the result is PERMIT, then the recipient address is accepted. And this is where surprises can happen. The problem is that Postfix versions before 2.10 did not have smtpd relay restrictions. They combined the mail relay and spam blocking policies, under smtpd recipient restrictions. The result is that a permissive spam blocking policy could
unexpectedly result in a permissive mail relay policy. Here is an example that shows when a PERMIT result can result in too much access permission: 1 /etc/postfix/main.cf: 2 smtpd recipient restrictions = 3 permit mynetworks 4 check helo access hash:/etc/postfix/helo access 5 reject unknown helo hostname 6 reject unauth destination 7 8
/etc/postfix/helo access: 9 localhost.localdomain PERMIT Line 5 rejects mail from hosts that don't specify a proper hostname in the HELO command (with Postfix < 2.3, specify reject unknown hostname). Lines 4 and 9 make an exception to allow mail from some machine that announces itself with "HELO localhost.localdomain". The problem with this
configuration is that smtpd recipient restrictions evaluates to PERMIT for EVERY host that announces itself as "localhost.localdomain", making Postfix an open relay for all such hosts. With Postfix before version 2.10 you should place non-recipient restrictions AFTER the reject unauth destination restriction, not before. In the above example, the
HELO based restrictions should be placed AFTER reject unauth destination, or better, the HELO based restrictions should be placed under smtpd helo restrictions where they can do no harm. 1 /etc/postfix/main.cf: 2 smtpd recipient restrictions = 3 permit mynetworks 4 reject unauth destination 5 check helo access hash:/etc/postfix/helo access 6
reject unknown helo hostname 7 8 /etc/postfix/helo access: 9 localhost.localdomain PERMIT The above mistake will not happen with Postfix 2.10 and later, when the relay policy is specified under smtpd relay restrictions, and the spam blocking policy under smtpd recipient restrictions. Then, a permissive spam blocking policy will not result in a
permissive mail relay policy. SMTP access rule testing Postfix has several features that aid in SMTP access rule testing: soft bounce This is a safety net that changes SMTP server REJECT actions into DEFER (try again later) actions. This keeps mail queued that would otherwise be returned to the sender. Specify "soft bounce = yes" in the main.cf file
to prevent the Postfix SMTP server from rejecting mail permanently, by changing all 5xx SMTP reply codes into 4xx. warn _if reject When placed before a reject-type restriction, access table query, or check policy service query, this logs a "reject warning" message instead of rejecting a request (when a reject-type restriction fails due to a temporary
error, this logs a "reject warning" message for any implicit "defer if permit" actions that would normally prevent mail from being accepted by some later access restriction). This feature has no effect on defer if reject restrictions. XCLIENT With this feature, an authorized SMTP client can impersonate other systems and perform realistic SMTP access
rule tests. Examples of how to impersonate other systems for access rule testing are given at the end of the XCLIENT README document. This feature is available in Postfix 2.1. December 22, 2023: Postfix stable release 3.8.4. December 22, 2023: Postfix stable release 3.7.9. December 22, 2023: Postfix stable release 3.6.13. December 22, 2023:
Postfix stable release 3.5.23. December 20, 2023: SMTP Smuggling, workarounds and fix. November 1, 2023: Postfix stable release 3.8.3 and legacy releases 3.7.8, 3.6.12, 3.5.22. September 1, 2023: Postfix stable release 3.8.2 and legacy releases 3.7.7, 3.6.11, 3.5.21. June 5, 2023: Postfix stable release 3.8.1 and legacy releases 3.7.6, 3.6.10, 3.5.20.
April 18, 2023: Postfix legacy releases 3.7.5, 3.6.9, 3.5.19, 3.4.29. April 17, 2023: Postfix stable release 3.8.0. January 21, 2023: Postfix stable release 3.7.4 and legacy releases 3.6.8, 3.5.18, 3.4.28. November 7, 2020: Postfix stable release 3.5.8 and legacy releases 3.4.18, 3.3.15, 3.2.20. August 30, 2020: Postfix stable release 3.5.7 and legacy release
3.4.17. July 26, 2020: Postfix stable release 3.5.6 and legacy releases 3.4.16, 3.3.14, 3.2.19. July 24, 2020: Postfix stable release 3.5.5 and legacy releases 3.4.15, 3.3.13, 3.2.18. June 27, 2020: Postfix stable release 3.5.4 and legacy releases 3.4.14, 3.3.12, 3.2.17. June 14, 2020: Postfix stable release 3.5.3 and legacy releases 3.4.13, 3.3.11, 3.2.16. May
16, 2020: Postfix stable release 3.5.2 and legacy releases 3.4.12, 3.3.10, 3.2.15. April 18, 2020: Postfix stable release 3.5.1 and legacy releases 3.4.11, 3.3.9, 3.2.14. March 16, 2020: Postfix stable release 3.5.0. March 12, 2020: Postfix legacy releases 3.4.10, 3.3.8, 3.2.13. February 3, 2020: Postfix stable release 3.4.9 and legacy releases 3.3.7, 3.2.12,
3.1.15. November 24, 2019: Postfix stable release 3.4.8. September 22, 2019: Postfix stable release 3.4.7 and legacy releases 3.3.6, 3.2.11, 3.1.14. June 29, 2019: Postfix stable release 3.4.6 and legacy releases 3.3.5, 3.2.10, 3.1.13. March 30, 2019: Postfix stable release 3.4.5 and legacy releases 3.3.4, 3.2.9, 3.1.12. March 14, 2019: Postfix stable
release 3.4.4. March 10, 2019: Postfix stable release 3.4.3. March 10, 2019: Postfix stable release 3.4.2. March 7, 2019: Postfix stable release 3.4.1. February 27, 2019: Postfix stable release 3.4.0. February 26, 2019: Postfix legacy releases 3.3.3, 3.2.8, 3.1.11, 3.0.15. November 7, 2011: Postfix stable release 2.8.7. October 24, 2011: Postfix stable
release 2.8.6, 2.7.7, 2.6.13, 2.5.16. September 3, 2011: Postfix stable release 2.8.5, 2.7.6, 2.6.12, 2.5.15. July 11, 2011: Postfix legacy releases 2.7.5, 2.6.11 and 2.5.14. July 7, 2011: Postfix stable release 2.8.4. May 9, 2011: Postfix 2.8.3, 2.7.4, 2.6.10 and 2.5.13. March 21, 2011: Postfix stable release 2.8.2. March 7, 2011: Postfix legacy releases 2.7.3,
2.6.9, 2.5.12 and 2.4.16. February 22, 2011: Postfix stable release 2.8.1. January 20, 2011: Postfix stable release 2.8.0. August 28, 2009: Stable release Postfix 2.6.5. August 28, 2009: Legacy releases Postfix 2.5.9, 2.4.13 and 2.3.19. August 26, 2009: Stable release Postfix 2.6.4 (withdrawn). August 28, 2009: Legacy releases Postfix 2.5.8, 2.4.12 and
2.3.18 (withdrawn). August 2, 2009: Stable release Postfix 2.6.3 (not announced). June 3, 2009: Stable release Postfix 2.6.2. May 19, 2009: Stable release Postfix 2.6.1. May 12, 2009: Stable release Postfix 2.6.0. May 12, 2009: Legacy releases Postfix 2.5.7, Postfix 2.4.11, and Postfix 2.3.17. Jan 3, 2009: Stable release Postfix 2.5.6. Jan 3, 2009: Legacy
releases Postfix 2.4.10 and Postfix 2.3.16. Sep 2, 2008: Postfix Linux-only local denial of service. This coincides with the legacy release Postfix 2.4.9, the stable release Postfix 2.5.5, and the experimental release Postfix 2.6-20080902. Aug 14, 2008: Postfix local privilege escalation via hardlinked symlinks. This coincides with the legacy releases Postfix
2.3.15 and Postfix 2.4.8, the stable release Postfix 2.5.4, and the experimental release Postfix 2.6-20080814. Jul 27, 2008: Stable release Postfix 2.5.3. Mar 8, 2008: Not announced: stable release Postfix 2.5.2. Feb 18, 2008: Legacy releases Postfix 2.4.7 and Postfix 2.3.14. Feb 18, 2008: Stable release Postfix 2.5.1. Jan 24, 2008: Stable release Postfix
2.5.0. Europe Czech republic, Prague Finland, Helsinki France, Paris France, Strasbourg Germany, Berlin Germany, Berlin Germany, Frankfurt am Main Germany, Hamburg Netherlands, Amsterdam Netherlands, Rotterdam Netherlands, Utrecht Norway, Oslo Russian Federation, St. Petersburg Slovenia, Ljubljana Sweden, Boras North America USA,
CA, Los Angeles USA, CA, Los Angeles USA, DC, Washington USA, NY, New York USA, PA, Philadelphia Wietse's own site South America Brazil, Sao Paulo Brazil, Campinas Africa South Africa, Cape Town Middle East Turkey, Istanbul All programmers are optimists -- Frederick P. Brooks, Jr. First of all, thank you for your interest in the Postfix project.
What is Postfix? It is Wietse Venema's mail server that started life at IBM research as an alternative to the widely-used Sendmail program. After eight years at Google, Wietse continues to maintain Postfix. Postfix attempts to be fast, easy to administer, and secure. The outside has a definite Sendmail-ish flavor, but the inside is completely different.
About this website This website has information about the Postfix source code distribution. Built from source code, Postfix can run on UNIX-like systems including AIX, BSD, HP-UX, Linux, MacOS X, Solaris, and more. Postfix is also distributed as ready-to-run code by operating system vendors, appliance vendors, and other providers. Their versions
may have small differences with the software that is described on this website. Postfix has several hundred configuration parameters that are controlled via the main.cf file. Fortunately, all parameters have sensible default values. In many cases, you need to configure only two or three parameters before you can start to play with the mail system.
Here's a quick introduction to the syntax: Postfix configuration files The text below assumes that you already have Postfix installed on the system, either by compiling the source code yourself (as described in the INSTALL file) or by installing an already compiled version. This document covers basic Postfix configuration. Information about how to
configure Postfix for specific applications such as mailhub, firewall or dial-up client can be found in the STANDARD CONFIGURATION README file. But don't go there until you already have covered the material presented below. The first parameters of interest specify the machine's identity and role in the network. The default values for many other
configuration parameters are derived from just these. The next parameter of interest controls the amount of mail sent to the local postmaster: What trouble to report to the postmaster Be sure to set the following correctly if you're behind a proxy or network address translator, and you are running a backup MX host for some other domain: Proxy/NAT
external network addresses Postfix daemon processes run in the background, and log problems and normal activity to the syslog daemon. Here are a few things that you need to be aware of: What you need to know about Postfix logging If your machine has unusual security requirements you may want to run Postfix daemon processes inside a chroot
environment. Running Postfix daemon processes chrooted If you run Postfix on a virtual network interface, or if your machine runs other mailers on virtual interfaces, you'll have to look at the other parameters listed here as well: My own hostname My own domain name My own network addresses Postfix configuration files By default, Postfix
configuration files are in /etc/postfix. The two most important files are main.cf and master.cf; these files must be owned by root. Giving someone else write permission to main.cf or master.cf (or to their parent directories) means giving root privileges to that person. In /etc/postfix/main.cf you will have to set up a minimal number of configuration
parameters. Postfix configuration parameters resemble shell variables, with two important differences: the first one is that Postfix does not know about quotes like the UNIX shell does. You specify a configuration parameter as: /etc/postfix/main.cf: parameter = value and you use it by putting a "$" character in front of its name: /etc/postfix/main.cf:
other parameter = $parameter You can use $parameter before it is given a value (that is the second main difference with UNIX shell variables). The Postfix configuration language uses lazy evaluation, and does not look at a parameter value until it is needed at runtime. Postfix uses database files for access control, address rewriting and other
purposes. The DATABASE README file gives an introduction to how Postfix works with Berkeley DB, LDAP or SQL and other types. Here is a common example of how Postfix invokes a database: /etc/postfix/main.cf: virtual alias maps = hash:/etc/postfix/virtual Whenever you make a change to the main.cf or master.cf file, execute the following
command as root in order to refresh a running mail system: # postfix reload What domain name to use in outbound mail The myorigin parameter specifies the domain that appears in mail that is posted on this machine. The default is to use the local machine name, $myhostname, which defaults to the name of the machine. Unless you are running a
really small site, you probably want to change that into $mydomain, which defaults to the parent domain of the machine name. For the sake of consistency between sender and recipient addresses, myorigin also specifies the domain name that is appended to an unqualified recipient address. Examples (specify only one of the following):
/etc/postfix/main.cf: myorigin = $myhostname (default: send mail as "user@$myhostname") myorigin = $mydomain (probably desirable: "user@$mydomain") What domains to receive mail for The mydestination parameter specifies what domains this machine will deliver locally, instead of forwarding to another machine. The default is to receive mail
for the machine itself. See the VIRTUAL README file for how to configure Postfix for hosted domains. You can specify zero or more domain names, "/file/name" patterns and/or "type:table" lookup tables (such as hash:, btree:, nis:, ldap:, or mysql:), separated by whitespace and/or commas. A "/file/name" pattern is replaced by its contents; "type:table"
requests that a table lookup is done and merely tests for existence: the lookup result is ignored. IMPORTANT: If your machine is a mail server for its entire domain, you must list $mydomain as well. Example 1: default setting. /etc/postfix/main.cf: mydestination = $myhostname localhost.$mydomain localhost Example 2: domain-wide mail server.
/etc/postfix/main.cf: mydestination = $myhostname localhost.$mydomain localhost $mydomain Example 3: host with multiple DNS A records. /etc/postfix/main.cf: mydestination = $myhostname localhost.$mydomain localhost www.$mydomain ftp.$mydomain Caution: in order to avoid mail delivery loops, you must list all hostnames of the machine,
including $myhostname, and localhost.$mydomain. What clients to relay mail from By default, Postfix will forward mail from clients in authorized network blocks to any destination. Authorized networks are defined with the mynetworks configuration parameter. The current default is to authorize the local machine only. Prior to Postfix 3.0, the default
was to authorize all clients in the IP subnetworks that the local machine is attached to. Postfix can also be configured to relay mail from "mobile" clients that send mail from outside an authorized network block. This is explained in the SASL. README and TLS README documents. IMPORTANT: If your machine is connected to a wide area network
then the "mynetworks style = subnet" setting may be too friendly. Examples (specify only one of the following): /etc/postfix/main.cf: mynetworks style = subnet (not safe on a wide area network) mynetworks style = host (authorize local machine only) mynetworks = 127.0.0.0/8 (authorize local machine only) mynetworks = 127.0.0.0/8
168.100.189.2/32 (authorize local machine) mynetworks = 127.0.0.0/8 168.100.189.2/28 (authorize local networks) You can specify the trusted networks in the main.cf file, or you can let Postfix do the work for you. The default is to let Postfix do the work. The result depends on the mynetworks style parameter value. Specify "mynetworks_style =
host" (the default when compatibility level = 2) when Postfix should forward mail from only the local machine. Specify "mynetworks style = subnet" (the default when compatibility level < 2) when Postfix should forward mail from SMTP clients in the same IP subnetworks as the local machine. On Linux, this works correctly only with interfaces
specified with the "ifconfig" or "ip" command. Specify "mynetworks style = class" when Postfix should forward mail from SMTP clients in the same IP class A/B/C networks as the local machine. Don't do this with a dialup site - it would cause Postfix to "trust" your entire provider's network. Instead, specify an explicit mynetworks list by hand, as
described below. Alternatively, you can specify the mynetworks list by hand, in which case Postfix ignores the mynetworks_style setting. To specify the list of trusted networks by hand, specify network blocks in CIDR (network/mask) notation, for example: /etc/postfix/main.cf: mynetworks = 168.100.189.0/28, 127.0.0.0/8 You can also specify the
absolute pathname of a pattern file instead of listing the patterns in the main.cf file. What destinations to relay mail to By default, Postfix will forward mail from strangers (clients outside authorized networks) to authorized remote destinations only. Authorized remote destinations are defined with the relay domains configuration parameter. The
default is to authorize all domains (and subdomains) of the domains listed with the mydestination parameter. Examples (specify only one of the following): /etc/postfix/main.cf: relay domains = $mydestination (default) relay domains = (safe: never forward mail from strangers) relay domains = $mydomain (forward mail to my domain and subdomains)
What delivery method: direct or indirect By default, Postfix tries to deliver mail directly to the Internet. Depending on your local conditions this may not be possible or desirable. For example, your system may be turned off outside office hours, it may be behind a firewall, or it may be connected via a provider who does not allow direct mail to the
Internet. In those cases you need to configure Postfix to deliver mail indirectly via a relay host. Examples (specify only one of the following): /etc/postfix/main.cf: relayhost = (default: direct delivery to Internet) relayhost = $mydomain (deliver via local mailhub) relayhost = [mail.$mydomain] (deliver via local mailhub) relayhost = [mail.isp.tld] (deliver
via provider mailhub) The form enclosed with [] eliminates DNS MX lookups. Don't worry if you don't know what that means. Just be sure to specify the [] around the mailhub hostname that your ISP gave to you, otherwise mail may be mis-delivered. The STANDARD CONFIGURATION README file has more hints and tips for firewalled and/or dial-up
networks. What trouble to report to the postmaster You should set up a postmaster alias in the aliases(5) table that directs mail to a human person. The postmaster address is required to exist, so that people can report mail delivery problems. While you're updating the aliases(5) table, be sure to direct mail for the super-user to a human person too.
/etc/aliases: postmaster: you root: you Execute the command "newaliases" after changing the aliases file. Instead of /etc/aliases, your alias file may be located elsewhere. Use the command "postconf alias maps" to find out. The Postfix system reports problems to the postmaster alias. You may not be interested in all types of trouble reports, so this
reporting mechanism is configurable. The default is to report only serious problems (resource, software) to postmaster: Default setting: /etc/postfix/main.cf: notify classes = resource, software The meaning of the classes is as follows: bounce Inform the postmaster of undeliverable mail. Either send the postmaster a copy of undeliverable mail that is
returned to the sender, or send a transcript of the SMTP session when Postfix rejected mail. For privacy reasons, the postmaster copy of undeliverable mail is truncated after the original message headers. This implies "2bounce" (see below). See also the luser relay feature. The notification is sent to the address specified with the

bounce notice recipient configuration parameter (default: postmaster). 2bounce When Postfix is unable to return undeliverable mail to the sender, send it to the postmaster instead (without truncating the message after the primary headers). The notification is sent to the address specified with the 2bounce notice recipient configuration parameter
(default: postmaster). delay Inform the postmaster of delayed mail. In this case, the postmaster receives message headers only. The notification is sent to the address specified with the delay notice recipient configuration parameter (default: postmaster). policy Inform the postmaster of client requests that were rejected because of (UCE) policy
restrictions. The postmaster receives a transcript of the SMTP session. The notification is sent to the address specified with the error notice recipient configuration parameter (default: postmaster). protocol Inform the postmaster of protocol errors (client or server side) or attempts by a client to execute unimplemented commands. The postmaster
receives a transcript of the SMTP session. The notification is sent to the address specified with the error notice recipient configuration parameter (default: postmaster). resource Inform the postmaster of mail not delivered due to resource problems (for example, queue file write errors). The notification is sent to the address specified with the

error notice recipient configuration parameter (default: postmaster). software Inform the postmaster of mail not delivered due to software problems. The notification is sent to the address specified with the error notice recipient configuration parameter (default: postmaster). Proxy/NAT external network addresses Some mail servers are connected to
the Internet via a network address translator (NAT) or proxy. This means that systems on the Internet connect to the address of the NAT or proxy, instead of connecting to the network address of the mail server. The NAT or proxy forwards the connection to the network address of the mail server, but Postfix does not know this. If you run a Postfix
server behind a proxy or NAT, you need to configure the proxy interfaces parameter and specify all the external proxy or NAT addresses that Postfix receives mail on. You may specify symbolic hostnames instead of network addresses. IMPORTANT: You must specify your proxy/NAT external addresses when your system is a backup MX host for other
domains, otherwise mail delivery loops will happen when the primary MX host is down. Example: host behind NAT box running a backup MX host. /etc/postfix/main.cf: proxy interfaces = 1.2.3.4 (the proxy/NAT external network address) What you need to know about Postfix logging Postfix daemon processes run in the background, and log problems
and normal activity to the syslog daemon. The syslogd process sorts events by class and severity, and appends them to logfiles. The logging classes, levels and logfile names are usually specified in /etc/syslog.conf. At the very least you need something like: /etc/syslog.conf: mail.err /dev/console mail.debug /var/log/maillog After changing the
syslog.conf file, send a "HUP" signal to the syslogd process. IMPORTANT: many syslogd implementations will not create files. You must create files before (re)starting syslogd. IMPORTANT: on Linux you need to put a "-" character before the pathname, e.g., -/var/log/maillog, otherwise the syslogd process will use more system resources than Postfix.
Hopefully, the number of problems will be small, but it is a good idea to run every night before the syslog files are rotated: # postfix check # grep -E '(reject|warning|error|fatal|panic):' /some/log/file The first line (postfix check) causes Postfix to report file permission/ownership discrepancies. The second line looks for problem reports from the mail
software, and reports how effective the relay and junk mail access blocks are. This may produce a lot of output. You will want to apply some postprocessing to eliminate uninteresting information. The DEBUG_README document describes the meaning of the "warning" etc. labels in Postfix logging. Running Postfix daemon processes chrooted Postfix
daemon processes can be configured (via the master.cf file) to run in a chroot jail. The processes run at a fixed low privilege and with file system access limited to the Postfix queue directories (/var/spool/postfix). This provides a significant barrier against intrusion. The barrier is not impenetrable (chroot limits file system access only), but every little
bit helps. With the exception of Postfix daemons that deliver mail locally and/or that execute non-Postfix commands, every Postfix daemon can run chrooted. Sites with high security requirements should consider to chroot all daemons that talk to the network: the smtp(8) and smtpd(8) processes, and perhaps also the Imtp(8) client. The author's own
porcupine.org mail server runs all daemons chrooted that can be chrooted. The default /etc/postfix/master.cf file specifies that no Postfix daemon runs chrooted. In order to enable chroot operation, edit the file /etc/postfix/master.cf, and follow instructions in the file. When you're finished, execute "postfix reload" to make the change effective. Note
that a chrooted daemon resolves all filenames relative to the Postfix queue directory (/var/spool/postfix). For successful use of a chroot jail, most UNIX systems require you to bring in some files or device nodes. The examples/chroot-setup directory in the source code distribution has a collection of scripts that help you set up Postfix chroot
environments on different operating systems. Additionally, you almost certainly need to configure syslogd so that it listens on a socket inside the Postfix queue directory. Examples of syslogd command line options that achieve this for specific systems: FreeBSD: syslogd -1 /var/spool/postfix/var/run/log Linux, OpenBSD: syslogd -a
/var/spool/postfix/dev/log My own hostname The myhostname parameter specifies the fully-qualified domain name of the machine running the Postfix system. $myhostname appears as the default value in many other Postfix configuration parameters. By default, myhostname is set to the local machine name. If your local machine name is not in fully-
qualified domain name form, or if you run Postfix on a virtual interface, you will have to specify the fully-qualified domain name that the mail system should use. Alternatively, if you specify mydomain in main.cf, then Postfix will use its value to generate a fully-qualified default value for the myhostname parameter. Examples (specify only one of the
following): /etc/postfix/main.cf: myhostname = host.local.domain (machine name is not FQDN) myhostname = host.virtual.domain (virtual interface) myhostname = virtual.domain (virtual interface) My own domain name The mydomain parameter specifies the parent domain of $myhostname. By default, it is derived from $myhostname by stripping off
the first part (unless the result would be a top-level domain). Conversely, if you specify mydomain in main.cf, then Postfix will use its value to generate a fully-qualified default value for the myhostname parameter. Examples (specify only one of the following): /etc/postfix/main.cf: mydomain = local.domain mydomain = virtual.domain (virtual interface)
My own network addresses The inet interfaces parameter specifies all network interface addresses that the Postfix system should listen on; mail addressed to "user@[network address]" will be delivered locally, as if it is addressed to a domain listed in $mydestination. You can override the inet interfaces setting in the Postfix master.cf file by
prepending an IP address to a server name. The default is to listen on all active interfaces. If you run mailers on virtual interfaces, you will have to specify what interfaces to listen on. IMPORTANT: If you run MTAs on virtual interfaces you must specify explicit inet_interfaces values for the MTA that receives mail for the machine itself: this MTA
should never listen on the virtual interfaces or you would have a mailer loop when a virtual MTA is down. Example: default setting. /etc/postfix/main.cf: inet_interfaces = all Example: host running one or more virtual mailers. For each Postfix instance, specify only one of the following. /etc/postfix/main.cf: inet interfaces = virtual.host.tld (virtual
Postfix) inet _interfaces = $myhostname localhost... (non-virtual Postfix) Note: you need to stop and start Postfix after changing this parameter. Postfix runs (or has run) on AIX, BSD, HP-UX, IRIX, LINUX, MacOS X, Solaris, Tru64 UNIX, and other UNIX systems. It requires ANSI C, a POSIX.1 library, and BSD sockets. In addition, Postfix requires that
the file system satisfies a number of requirements that are described at the end of this page. Main features The following is a list of major Postfix features. Some features require third-party libraries (examples: LDAP, SQL, TLS). Other features are available only when the necessary operating system support exists and Postfix knows how to use it
(examples: IP version 6, connection caching). Recent additions Postfix 3.10 SMTP client support for the TLSRPT protocol (RFC 8460). Postfix 3.9 MongDB database client. Postfix 3.8 SMTP client support for RFC 2782 service discovery with SRV record lookup. Postfix 3.7 Updated defense against remote clients or servers that 'trickle’ SMTP or LMTP
traffic, replacing the old per-record deadlines with per-request deadlines and minimum data rates. Postfix 3.5 HAProxy v2 support in postscreen and smtpd Container support Protocol support Junk mail control By popular demand... Database support Mailbox support Postfix 1.0 Maildir and mailbox format Postfix 1.0 Virtual domains Address
manipulation Postfix file system requirements The Postfix mail queue requires that: Renaming a file to a near-by directory does not change the file's inode number. A file is not lost after fsync() for that file (not its parent directory) returns successfully, and then the system crashes. This must remain true even when that file is later renamed to a near-by
directory. When Postfix in a virtual guest machine flushes a file with fsync(), the file information must not be cached in volatile host memory. Instead the information must immediately be written to disk (or to persistent cache) before fsync() returns in the virtual guest machine. Postfix can set the execute bit on a queue file. If this does not work, then
no mail will ever be delivered. In addition to the above, Postfix maildir delivery requires that: A file can be hard linked between different near-by directories. A file is not lost when it is hard-linked to a near-by directory, unlinked from the old directory, and then the system crashes. Postfix mailbox delivery introduces no additional requirements. Files in
the Postfix command directory require that: The setgid bit works. This is required to access the mail queue with the postdrop command, and to access protected UNIX-domain sockets with the postdrop and postqueue commands. This document presents an overview of the Postfix architecture, and provides pointers to descriptions of every Postfix
command or server program. The text gives the general context in which each command or server program is used, and provides pointers to documents with specific usage examples and background information. When a message enters the Postfix mail system, the first stop on the inside is the incoming queue. The figure below shows the main
processes that are involved with new mail. Names followed by a number are Postfix commands or server programs, while unnumbered names inside shaded areas represent Postfix queues. Network mail enters Postfix via the smtpd(8) or qmqgpd(8) servers. These servers remove the SMTP or QMQP protocol encapsulation, enforce some sanity checks
to protect Postfix, and give the sender, recipients and message content to the cleanup(8) server. The smtpd(8) server can be configured to block unwanted mail, as described in the SMTPD ACCESS README document. Local submissions are received with the Postfix sendmail(1) compatibility command, and are queued in the maildrop queue by the
privileged postdrop(1) command. This arrangement even works while the Postfix mail system is not running. The local pickup(8) server picks up local submissions, enforces some sanity checks to protect Postfix, and gives the sender, recipients and message content to the cleanup(8) server. Mail from internal sources is given directly to the cleanup(8)
server. These sources are not shown in the figure, and include: mail that is forwarded by the local(8) delivery agent (see next section), messages that are returned to the sender by the bounce(8) server (see second-next section), and postmaster notifications about problems with Postfix. The cleanup(8) server implements the final processing stage
before mail is queued. It adds missing From: and other message headers, and transforms addresses as described in the ADDRESS REWRITING README document. Optionally, the cleanup(8) server can be configured to do light-weight content inspection with regular expressions as described in the BUILTIN FILTER README document. The
cleanup(8) server places the result as a single file into the incoming queue, and notifies the queue manager (see next section) of the arrival of new mail. The trivial-rewrite(8) server rewrites addresses to the standard "user@fully.qualified.domain" form, as described in the ADDRESS REWRITING README document. Postfix currently does not
implement a rewriting language, but a lot can be done via table lookups and, if need be, regular expressions. Once a message has reached the incoming queue the next step is to deliver it. The figure shows the main components of the Postfix mail delivery apparatus. Names followed by a number are Postfix commands or server programs, while
unnumbered names inside shaded areas represent Postfix queues. The queue manager (the qmgr(8) server process in the figure) is the heart of Postfix mail delivery. It contacts the smtp(8), Imtp(8), local(8), virtual(8), pipe(8), discard(8) or error(8) delivery agents, and sends a delivery request for one or more recipient addresses. The discard(8) and
error(8) delivery agents are special: they discard or bounce all mail, and are not shown in the figure above. The queue manager maintains a limited active queue with the messages that it has opened for delivery. The active queue acts as a limited window on potentially large incoming or deferred queues. The limited active queue prevents the queue
manager from running out of memory under heavy load. The queue manager maintains a separate deferred queue for mail that cannot be delivered, so that a large mail backlog will not slow down normal queue accesses. The queue manager's strategy for delayed mail delivery attempts is described in the QSHAPE README and TUNING README
documents. The trivial-rewrite(8) server resolves each recipient address according to its local or remote address class, as defined in the ADDRESS CLASS README document. Additional routing information can be specified with the optional transport(5) table. The trivial-rewrite(8) server optionally queries the relocated(5) table for recipients whose
address has changed; mail for such recipients is returned to the sender with an explanation. The smtp(8) client looks up a list of SMTP servers for the destination(s) in a delivery request, sorts the list by preference, and tries each server in turn until it has delivered or bounced all recipients in the delivery request. It encapsulates the sender, recipients
and message content as required by the SMTP protocol; this includes message body conversion from 8-bit MIME to 7-bit encoding, but does not include RFC 2047 header encoding. The Imtp(8) client speaks a protocol similar to SMTP that is optimized for delivery to mailbox servers such as Cyrus. The advantage of this setup is that one Postfix
machine can feed multiple mailbox servers over LMTP. The opposite is true as well: one mailbox server can be fed over LMTP by multiple Postfix machines. The local(8) delivery agent understands UNIX-style mailboxes, gmail-compatible maildir files, Sendmail-style system-wide aliases(5) databases, and Sendmail-style per-user .forward files. Multiple
local delivery agents can be run in parallel, but parallel delivery to the same user is usually limited. The local(8) delivery agent has hooks for alternative forms of local delivery: you can configure it to deliver to mailbox files in user home directories, you can configure it to delegate mailbox delivery to an external command such as procmail, or you can
delegate delivery to a different Postfix delivery agent. The virtual(8) delivery agent is a bare-bones delivery agent that delivers to UNIX-style mailbox or gmail-style maildir files only. This delivery agent can deliver mail for multiple domains, which makes it especially suitable for hosting lots of small domains on a single machine. This is described in the
VIRTUAL README document. The pipe(8) mailer is the outbound interface to other mail processing systems (the Postfix sendmail(1) command being the inbound interface). The interface is UNIX compatible: the pipe(8) mailer provides information to a child process command line, environment variables, and standard input stream, and expects a
child process exit status code as defined in . Examples of delivery via the pipe(8) mailer are in the FILTER README, MAILDROP README, and UUCP_README documents. The previous sections gave an overview of how Postfix server processes send and receive mail. These server processes rely on other server processes that do things behind the
scenes. The text below attempts to visualize each service in its own context. As before, names followed by a number are Postfix commands or server programs, while unnumbered names inside shaded areas represent Postfix queues. The resident master(8) server is the supervisor that keeps an eye on the well-being of the Postfix mail system. It is
typically started at system boot time with the "postfix start" command, and keeps running until the system goes down. The master(8) server is responsible for starting Postfix server processes to receive and deliver mail, and for restarting servers that terminate prematurely because of some problem. The master(8) server is also responsible for
enforcing the server process count limits as specified in the master.cf configuration file. The picture below gives the program hierarchy when Postfix is started up. Only some of the mail handling daemon processes are shown. The anvil(8) server implements client connection and request rate limiting for all smtpd(8) servers. The TUNING README
document provides guidance for dealing with mis-behaving SMTP clients. The anvil(8) service is available in Postfix version 2.2 and later. Network -> smtpd(8) anvil(8) The bounce(8), defer(8) and trace(8) services each maintain their own queue directory trees with per-message logfiles. Postfix uses this information when sending "failed", "delayed" or
"success" delivery status notifications to the sender. The trace(8) service also implements support for the Postfix "sendmail -bv" and "sendmail -v" commands which produce reports about how Postfix delivers mail, and is available with Postfix version 2.1 and later. See DEBUG_README for examples. The flush(8) servers maintain per-destination logs
and implement "sendmail -qRsite", "sendmail -qIqueueid" "postqueue -s site", "postqueue -i queueid", and ETRN as described in the ETRN README document. This moves selected queue files from the deferred queue back to the incoming queue and requests their delivery. The flush(8) service is available with Postfix version 1.0 and later. The
proxymap(8) servers provide read-only and read-write table lookup service to Postfix processes. This overcomes chroot restrictions, reduces the number of open lookup tables by sharing one open table among multiple processes, and implements single-updater tables. The scache(8) server maintains the connection cache for the Postfix smtp(8) client.
When connection caching is enabled for selected destinations, the smtp(8) client does not disconnect immediately after a mail transaction, but gives the connection to the connection cache server which keeps the connection open for a limited amount of time. The smtp(8) client continues with some other mail delivery request. Meanwhile, any smtp(8)
process can ask the scache(8) server for that cached connection and reuse it for mail delivery. As a safety measure, Postfix limits the number of times that a connection may be reused. When delivering mail to a destination with multiple mail servers, connection caching can help to skip over a non-responding server, and thus dramatically speed up
delivery. SMTP connection caching is available in Postfix version 2.2 and later. More information about this feature is in the CONNECTION CACHE README document. /-- smtp(8) --> Internet qmgr(8) ||||[v \-- smtp(8) 7| scache(8) A Postfix smtp(8) client can reuse a TLS-encrypted connection (with "smtp tls connection reuse = yes"). This can
greatly reduce the overhead of connection setup and improves message delivery rates. After a Postfix smtp(8) client connects to a remote SMTP server and sends plaintext EHLO and STARTTLS commands, the smtp(8) client inserts a tlsproxy(8) process into the connection as shown in the top of the figure below. After the mail transaction completes,
the Postfix smtp(8) client gives the smtp(8)-to-tlsproxy(8) connection to the scache(8) server, which keeps the connection open for a limited amount of time. The smtp(8) client continues with some other mail delivery request. Meanwhile, any Postfix smtp(8) client can ask the scache(8) server for that cached connection and reuse it for mail delivery.
The show(q(8) servers list the Postfix queue status. This is the queue listing service that does the work for the mailg(1) and postqueue(1) commands. Output /dev/null do sleep 10 done If you have disabled spontaneous SMTP mail delivery, you also need to run the "sendmail -q" command every now and then while the dialup link is up, so that newly-
posted mail is flushed from the queue. Postfix on hosts without a real Internet hostname This section is for hosts that don't have their own Internet hostname. Typically these are systems that get a dynamic IP address via DHCP or via dialup. Postfix will let you send and receive mail just fine between accounts on a machine with a fantasy name.
However, you cannot use a fantasy hostname in your email address when sending mail into the Internet, because no-one would be able to reply to your mail. In fact, more and more sites refuse mail addresses with non-existent domain names. Note: the following information is Postfix version dependent. To find out what Postfix version you have,
execute the command "postconf mail version". Solution 1: Postfix version 2.2 and later Postfix 2.2 uses the generic(5) address mapping to replace local fantasy email addresses by valid Internet addresses. This mapping happens ONLY when mail leaves the machine; not when you send mail between users on the same machine. The following example
presents additional configuration. You need to combine this with basic configuration information as discussed in the first half of this document. 1 /etc/postfix/main.cf: 2 smtp generic maps = hash:/etc/postfix/generic 3 4 /etc/postfix/generic: 5 his@localdomain.local hisaccount@hisisp.example 6 her@localdomain.local heraccount@herisp.example 7
@localdomain.local hisaccount+local@hisisp.example When mail is sent to a remote host via SMTP: Line 5 replaces his@localdomain.local by his ISP mail address, Line 6 replaces her@localdomain.local by her ISP mail address, and Line 7 replaces other local addresses by his ISP account, with an address extension of +local (this example assumes
that the ISP supports "+" style address extensions). Specify dbm instead of hash if your system uses dbm files instead of db files. To find out what lookup tables Postfix supports, use the command "postconf -m". Execute the command "postmap /etc/postfix/generic" whenever you change the generic table. Solution 2: Postfix version 2.1 and earlier The
solution with older Postfix systems is to use valid Internet addresses where possible, and to let Postfix map valid Internet addresses to local fantasy addresses. With this, you can send mail to the Internet and to local fantasy addresses, including mail to local fantasy addresses that don't have a valid Internet address of their own. The following example
presents additional configuration. You need to combine this with basic configuration information as discussed in the first half of this document. 1 /etc/postfix/main.cf: 2 myhostname = hostname.localdomain 3 mydomain = localdomain 4 5 canonical maps = hash:/etc/postfix/canonical 6 7 virtual alias maps = hash:/etc/postfix/virtual 8 9
/etc/postfix/canonical: 10 your-login-name your-account@your-isp.com 11 12 /etc/postfix/virtual: 13 your-account@your-isp.com your-login-name Translation: Lines 2-3: Substitute your fantasy hostname here. Do not use a domain name that is already in use by real organizations on the Internet. See RFC 2606 for examples of domain names that are
guaranteed not to be owned by anyone. Lines 5, 9, 10: This provides the mapping from "your-login-name@hostname.localdomain" to "your-account@your-isp.com". This part is required. Lines 7, 12, 13: Deliver mail for "your-account@your-isp.com" locally, instead of sending it to the ISP. This part is not required but is convenient. Specify dbm instead
of hash if your system uses dbm files instead of db files. To find out what lookup tables Postfix supports, use the command "postconf -m". Execute the command "postmap /etc/postfix/canonical" whenever you change the canonical table. Execute the command "postmap /etc/postfix/virtual" whenever you change the virtual table. QUICK LINKS Home
Announcements Feature overview Web sites (text) Download (source) Mailing lists Press and Interviews Documentation Add-on Software Packages and Ports Becoming a mirror site POSTFIX(1) POSTFIX(1) NAME postfix - Postfix control program SYNOPSIS postfix [-Dv] [-c config dir] command DESCRIPTION This command is reserved for the
superuser. To submit mail, use the Postfix sendmail(1) command. The postfix(1) command controls the operation of the Postfix mail sys- tem: start or stop the master(8) daemon, do a health check, and other maintenance. By default, the postfix(1) command sets up a standardized environment and runs the postfix-script shell script to do the actual
work. However, when support for multiple Postfix instances is configured, postfix(1) executes the command specified with the multi instance wrap- per configuration parameter. This command will execute the command for each applicable Postfix instance. The following commands are implemented: check Warn about bad directory/file ownership or
permissions, and cre- ate missing directories. start Start the Postfix mail system. This also runs the configuration check described above. start-fg Like start, but keep the master(8) daemon running in the fore- ground, and enable master(8) "init" mode when running as PID 1. This command requires that multi-instance support is disabled (i.e. the

multi instance directories parameter value must be empty). When running Postfix inside a container, see MAILLOG README for logging to stdout. Postfix logs to syslog by default, which requires a) running a syslogd process inside the container, or b) mounting the container host's /dev/log socket inside the con- tainer (example: "docker run -v
/dev/log:/dev/log ..."), and c) a distinct Postfix "syslog name" prefix that identifies logging from the Postfix instance. stop Stop the Postfix mail system in an orderly fashion. If possible, running processes are allowed to terminate at their earliest convenience. Note: in order to refresh the Postfix mail system after a con- figuration change, do not use the
start and stop commands in succession. Use the reload command instead. abort Stop the Postfix mail system abruptly. Running processes are signaled to stop immediately. flush Force delivery: attempt to deliver every message in the deferred mail queue. Normally, attempts to deliver delayed mail happen at regular intervals, the interval doubling
after each failed attempt. Warning: flushing undeliverable mail frequently will result in poor delivery performance of all other mail. reload Re-read configuration files. Running processes terminate at their earliest convenience. status Indicate if the Postfix mail system is currently running (zero exit status) or stopped (non-zero exit status). set-
permissions [name=value ...] Set the ownership and permissions of Postfix related files and directories, as specified in the postfix-files file. Specify name=value to override and update specific main.cf con- figuration parameters. Use this, for example, to change the mail owner or setgid _group setting for an already installed Postfix system. This feature
is available in Postfix 2.1 and later. With Post- fix 2.0 and earlier, use "$config directory/post-install set-permissions". logrotate Rotate the logfile specified with $maillog file, by appending a time-stamp suffix that is formatted according to $mail- log file rotate suffix, and by compressing the file with the command specified with
$maillog file compressor. This will not rotate /dev/* files. This feature is available in Postfix 3.4 and later. tls subcommand Enable opportunistic TLS in the Postfix SMTP client or server, and manage Postfix SMTP server TLS private keys and certifi- cates. See postfix-tls(1) for documentation. This feature is available in Postfix 3.1 and later. upgrade-
configuration [name=value ...] Update the main.cf and master.cf files with information that Postfix needs in order to run: add or update services, and add or update configuration parameter settings. Specify name=value to override and update specific main.cf con- figuration parameters. This feature is available in Postfix 2.1 and later. With Post- fix
2.0 and earlier, use "$config directory/post-install upgrade-configuration". The following options are implemented: -c config dir Read the main.cf and master.cf configuration files in the named directory instead of the default configuration directory. Use this to distinguish between multiple Postfix instances on the same host. With Postfix 2.6 and later,
this option forces the postfix(1) command to operate on the specified Postfix instance only. This behavior is inherited by postfix(1) commands that run as a descendant of the current process. -D (with postfix start only) Run each Postfix daemon under control of a debugger as specified via the debugger command configuration parameter. -v Enable
verbose logging for debugging purposes. Multiple -v options make the software increasingly verbose. ENVIRONMENT The postfix(1) command exports the following environment variables before executing the postfix-script file: MAIL CONFIG This is set when the -c command-line option is present. With Postfix 2.6 and later, this environment variable
forces the postfix(1) command to operate on the specified Postfix instance only. This behavior is inherited by postfix(1) commands that run as a descendant of the current process. MAIL VERBOSE This is set when the -v command-line option is present. MAIL. DEBUG This is set when the -D command-line option is present. When the internal logging
service is enabled (by setting a non-empty maillog file parameter value) the postfix(1) command exports settings that are used by child processes before they have processed main.cf or command-line settings. POSTLOG_SERVICE The name of the public postlog service endpoint. POSTLOG_HOSTNAME The hostname to prepend to internal logging.
CONFIGURATION PARAMETERS The following main.cf configuration parameters are exported as environ- ment variables with the same names: config directory (see 'postconf -d' output) The default location of the Postfix main.cf and master.cf con- figuration files. command directory (see 'postconf -d' output) The location of all postfix administrative
commands. daemon_directory (see 'postconf -d' output) The directory with Postfix support programs and daemon programs. html directory (see 'postconf -d' output) The location of Postfix HTML files that describe how to build, configure or operate a specific Postfix subsystem or feature. mail owner (postfix) The UNIX system account that owns the
Postfix queue and most Postfix daemon processes. mailq path (see 'postconf -d' output) Sendmail compatibility feature that specifies where the Postfix mailg(1) command is installed. manpage directory (see 'postconf -d' output) Where the Postfix manual pages are installed. newaliases path (see 'postconf -d' output) Sendmail compatibility feature that
specifies the location of the newaliases(1) command. queue directory (see 'postconf -d' output) The location of the Postfix top-level queue directory. readme directory (see 'postconf -d' output) The location of Postfix README files that describe how to build, configure or operate a specific Postfix subsystem or feature. sendmail path (see 'postconf -d'
output) A Sendmail compatibility feature that specifies the location of the Postfix sendmail(1) command. setgid group (postdrop) The group ownership of set-gid Postfix commands and of group-writable Postfix directories. Available in Postfix version 2.5 and later: data_directory (see 'postconf -d' output) The directory with Postfix-writable data files (for
example: caches, pseudo-random numbers). Available in Postfix version 3.0 and later: compatibility level (0) A safety net that causes Postfix to run with backwards-compati- ble default settings after an upgrade to a newer Postfix ver- sion. meta_directory (see 'postconf -d' output) The location of non-executable files that are shared among mul- tiple
Postfix instances, such as postfix-files, dynamicmaps.cf, and the multi-instance template files main.cf.proto and mas- ter.cf.proto. shlib_directory (see 'postconf -d' output) The location of Postfix dynamically-linked libraries (libpost- fix-*.s0), and the default location of Postfix database plugins (postfix-*.so) that have a relative pathname in the dynam-
icmaps.cf file. Available in Postfix version 3.1 and later: openssl path (openssl) The location of the OpenSSL command line program openssl(1). Other configuration parameters: import_environment (see '‘postconf -d' output) The list of environment variables that a privileged Postfix process will import from a non-Postfix parent process, or name=value
environment overrides. syslog facility (mail) The syslog facility of Postfix logging. syslog name (see 'postconf -d' output) A prefix that is prepended to the process name in syslog records, so that, for example, "smtpd" becomes "prefix/smtpd". Available in Postfix version 2.6 and later: multi instance directories (empty) An optional list of non-default
Postfix configuration directo- ries; these directories belong to additional Postfix instances that share the Postfix executable files and documentation with the default Postfix instance, and that are started, stopped, etc., together with the default Postfix instance. multi instance wrapper (empty) The pathname of a multi-instance manager command that
the post- fix(1) command invokes when the multi instance directories parameter value is non-empty. multi instance group (empty) The optional instance group name of this Postfix instance. multi instance name (empty) The optional instance name of this Postfix instance. multi instance enable (no) Allow this Postfix instance to be started, stopped,
etc., by a multi-instance manager. Available in Postfix version 3.4 and later: maillog file (empty) The name of an optional logfile that is written by the Postfix postlogd(8) service. maillog file compressor (gzip) The program to run after rotating $maillog file with "postfix logrotate". maillog file prefixes (/var, /dev/stdout) A list of allowed prefixes for a
maillog file value. maillog file rotate suffix (%Y%m%d-%H%M%S) The format of the suffix to append to $maillog file while rotat- ing the file with "postfix logrotate". postlog service name (postlog) The name of the postlogd(8) service entry in master.cf. FILES Prior to Postfix version 2.6, all of the following files were in $con- fig directory. Some files
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